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Executive Summary

Businesses today are striving to manage IT from a business perspective to improve service, reduce 

costs, increase business agility, and achieve regulatory compliance — all while protecting profits. 

To help them in this quest, they are turning to standardized industry frameworks of best practice 

processes. One of these frameworks, the IT Infrastructure Library (ITIL®), has been adopted by com-

panies interested in applying best practice IT processes. At the same time, identity management 

solutions are providing companies with convenient, yet controlled, access to IT resources by people 

inside and outside the organization — employees, business partners, and customers.

There is a strong synergy between identity management and ITIL processes. Identity management 

solutions maintain comprehensive information about users that can be leveraged to support ITIL 

processes. By integrating identity management solutions with applications that support ITIL processes, 

an organization can facilitate and enhance the implementation of ITIL.

This paper:

> Provides overviews of identity management and ITIL

> Examines the synergy between identity management and ITIL processes, focusing on those ITIL 

processes most relevant to identity management

> Describes an approach to integrating identity management solutions with applications that support 

ITIL processes

> Discusses the business value this approach delivers
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Identity Management Business Challenge
IT must permit access to IT resources to users who reside both 

inside and outside the walls of the organization — employees, 

business partners, and customers — at any time, from 

anywhere. At the same time, IT has to maintain tight control 

of that access by:

> Preventing unauthorized people from gaining access

> Permitting authorized people to access only the assets 

they are authorized to use

> Permitting access only at the user’s authorized access 

privilege level, such as “read-only” or “read/write”

A major requirement is that user authentication must not be 

intrusive or it will adversely impact productivity. Providing 

convenient, yet controlled, access presents a challenge. 

There are many users who need access, especially in large 

organizations. Some of these users, such as business part-

ners in the supply and distribution chains, are outside the 

walls of the organization, but still require access to sensitive 

information. There are also a large number of IT resources, 

many of which are often distributed worldwide. Some may 

even be located outside the walls of the organization. What’s 

more, the user base is in a constant state of flux, and the IT 

infrastructure changes continually as components are added, 

updated, or removed. 

As if that weren’t enough, IT has to ensure that access control 

meets internal policies and external regulations. That requires 

IT to be prepared to answer such questions as:

> Who are the users?

> Who has access to what?

> Who approved that access?

> How is that access being used?

Answering these questions requires comprehensive moni-

toring, logging, reporting, and auditing. IT can no longer rely 

on traditional user account management processes, as they 

are cumbersome and introduce delays. In addition, they are 

error prone, costly, and difficult, if not impossible, to audit. 

What the IT staff needs is a comprehensive, system-based 

identity management solution. This solution should provide 

a single system of record that understands who users are, 

the resources they should be able to access and when, and 

the type of access they should have.

Identity management encompasses the processes, practices, 

and tools utilized to govern the complete lifecycle of digital 

identities. It combines access authentication, access admin-

istration, and access auditing. Identity management provides 

the means for modeling, implementing, enforcing, and auditing 

identities and identity-related procedures in accordance with 

business policies. A well-designed solution provides a number 

of important capabilities that facilitate business management, 

simplify administration, and improve user experience. That 

solution offers:

> A comprehensive, consolidated view of users that encom-

passes people both inside and outside the organization 

and permits IT to answer the question “Who are the users?”

> Access management across the enterprise that enables 

IT to control and enforce access privileges from a central 

point, permitting IT to answer the question “Who has access 

to what?” It also allows IT to delegate access control to 

responsible groups, permitting these groups to retain control 

of authoritative data sources. 

> Automated user administration and provisioning that facilitates 

security management (primarily through automated rule-based 

and role-based management of user accounts on enterprise 

systems), thus reducing errors and lowering administrative 

costs. These capabilities also maintain information about user 

relationships, roles, and access rules that can be leveraged 

to drive automated IT processes.

> Automated password management that permits IT to define 

and enforce password policies, minimize the number of 

passwords users have to remember (through mechanisms 

such as password synchronization and single sign on), and 

allow user self-service in such areas as password change.

> Audit and compliance management that automatically 

monitors, logs, and reports access events and generates 

appropriate notifications, including automatic notification 

of suspicious activities. It also maintains an audit trail to 

validate compliance, permitting IT to answer the question 

“How is that access being used?”

To deliver these capabilities, an identity management solution 

must maintain comprehensive information about users — their 

locations and roles; their relationships to IT resources, such 

as desktop and laptop computer configurations; authentication 

information, such as IDs and passwords; and access privileges 

to enterprise applications and data.

The Importance of Federation

A well-designed identity management solution supports 

federation. In the context of identity management, federation 

involves a combination of processes, agreements, and tech-

nologies that together facilitate management of identities 

across separate security domains. 

Federation brings important capabilities to identity manage-

ment. It permits federation of the management of identity 

data within an enterprise, data that may reside in multiple 

diverse sources, such as network directories, applications, 

and management systems. It also permits federation of the 

management of identities across security domain boundaries 

by establishing trust relationships among multiple enterprises.
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Federation delivers significant advantages. It facilitates the 

implementation of the identity management solution, facili-

tates interaction between independent parties, and permits 

delegation of authority to allow responsible groups to retain 

control of authoritative data sources, while still making the 

data available to the identity management system.

Integrating ITIL Processes with  
Identity Management
Identity management deals primarily with the people com-

ponent of the IT environment, while ITIL focuses on the 

process component. ITIL provides a framework of best practice 

processes that ensures delivery of high-quality business 

services. Although ITIL does not deal specifically with identity 

management, it does have a focus on the people component 

of the IT environment. As a result, many of the practices within 

identity management directly intersect with ITIL disciplines.

This section briefly describes ITIL and how an organization 

can leverage an identity management system to support 

ITIL processes. The section focuses on those ITIL processes 

most relevant to identity management.

ITIL Overview

ITIL provides a comprehensive, consistent, and coherent 

framework of best practices for IT processes. It promotes a 

quality approach for achieving business effectiveness and 

efficiency in the use of information systems.

First developed in the 1980s by the Office of Government 

Commerce (OGC), a branch of the British Government, ITIL 

has become a de facto standard worldwide as organizations 

adopt it as their framework for establishing IT processes. 

What’s more, ITIL adoption is the foundation of ISO 20000, 

which is now an international standard for service management.

ITIL consists of many books, seven of which are considered 

core books. These core books define seven sets of pro-

cesses covering seven different IT areas: ICT Infrastructure 

Management, Applications Management, Service Support 

Management, Service Delivery Management, Business 

Perspective, and Security Management. Two areas deal 

specifically with IT Service Management: 

> Service Support — Service Desk , Incident Management, 

Problem Management, Change Management, Configuration 

Management, and Release Management

> Service Delivery — Service Level Management, Capacity 

Management, Availability Management, Financial Manage-

ment for IT Services, and IT Service Continuity Management

Many ITIL processes can benefit significantly from integra-

tion with an identity management system. Of special interest 

are those processes in the ITIL Service Support, Service 

Delivery, and Security areas.

The applications that support ITIL processes can leverage 

the people data maintained by the identity management 

system to enhance ITIL processes. In addition, integration 

of ITIL process management with identity management can 

enhance IT process automation by enabling bidirectional 

interaction between ITIL process management applications 

and the identity management system.

The following examples illustrate the synergy between 

identity management and IT processes.

Service Desk

The service desk is typically the first point of contact for users. 

The service desk application can leverage the comprehensive, 

consolidated user view made available by the identity man-

agement system to provide service desk agents with a 

wealth of people-related information that facilitates and 

speeds response when users call. 

> User entitlement. Quickly determine the user’s entitle-

ment to service, knowing right away, for example, if a 

user is calling with an issue on an application that he or 

she is not authorized to access.

> User role. Distinguish between employees, business part-

ners, and customers; tailor responses accordingly; and 

quickly identify senior management users for appropriate 

business impact response. 

> Status of entitled services. Immediately see the services 

to which a user is entitled and quickly determine the status 

of these services or if other users have reported problems 

against these services. This information can help speed 

incident resolution or forwarding to Problem Control.

> Source of support. Determine who supports the IT resource 

in question and immediately and seamlessly transfer the 

user to the proper support source, such as the internal 

help desk, second-tier support, or an external service 

supplier’s help desk.

Incident and Problem Management

Through integration with the incident and problem manage-

ment application, the identity management system can provide 

the same comprehensive user information to the support 

technician as it does to the service desk agent. In addition, 

the incident and problem management application can use 

the identity information to determine the configuration of the 

user’s client computer and automatically populate the relevant 

fields on the technician’s screen. This saves time for the 

support staff and speeds incident and problem resolution.
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Furthermore, bidirectional integration of the identity manage-

ment system with the incident and problem management 

application enables the incident and problem management 

application to move automatically and proactively to address 

events occurring in the IT environment.

Here’s an example: 

> The event management system receives six events in 

which six different user IDs have failed password authenti-

cation — all in a span of just a few minutes. 

> The event management system correlates these events 

as indication of suspicious activity and automatically 

generates an incident ticket to the incident and problem 

management application. 

> The incident and problem management application inter-

rogates the user data in the identity management system 

and determines that all six attempts have been made by 

the same person (or have come from the same IP address), 

indicating that some sort of attack may be underway. 

> As a result, the incident and problem management appli-

cation immediately triggers the identity management 

system to revoke that person’s access to all IT resources 

(if the preset rules dictate this). This automated, immediate 

response strengthens protection of the IT infrastructure 

against malicious attacks.

Change, Release, and Configuration Management

People-related information is especially important in change 

management, release management, and configuration man-

agement, and it plays a key role in change authorization, 

change notification, user provisioning, standard configuration 

enforcement, and service continuity management. 

Change Authorization

The following controls are essential for change authoriza-

tion to ensure compliance with corporate policy and 

government regulations:

> Only authorized people should be permitted to approve 

and implement changes to the IT infrastructure.

> Authorized people should be allowed to approve and 

implement only those changes that they are authorized 

to approve or implement.

> One person should not be able to both approve and imple-

ment a change.

An identity management system maintains the link 

between people and their change approval and imple-

mentation privileges. The change management application 

can leverage this information to control changes. The appli-

cation can also maintain an audit trail showing which person 

approved each change, who implemented it, and when it was 

approved and implemented.

Change Notification

In many cases, especially when changes affect critical busi-

ness services, the change management staff must notify 

affected users of planned changes and keep these users 

updated on change status. An identity management system 

maintains the links between people and the resources they 

are authorized to access. The change management applica-

tion can leverage this information to automatically notify 

affected users. 

Automatic Provisioning

The user base is in a continual state of flux as new employees 

come on board and current employees change roles or 

terminate their relationships with the organization. This situa-

tion also applies to employees of business partners. These 

types of changes require provisioning or reprovisioning of IT 

resources, such as client computers and access to enter-

prise applications and data.

Equipment configurations and access privileges vary widely 

based on the user’s role in the organization. An identity 

management system maintains the links between people 

and their roles. Change management and change release 

management applications can leverage that information to 

automatically provision or reprovision equipment and access 

privileges to users.

Here’s an example:

> A new employee joins the company and is entered into the 

HR system. This change triggers the identity management 

system to add the employee and his or her attributes, such 

as role and group membership, to the identity manage-

ment data. 

> The identity management system generates a change 

request to the change management system to provision 

the new employee. 

> The change management application, in concert with the 

release management application, automatically provisions 

the appropriate resources based on the employee’s role. 

This involves allocating and provisioning a client computer 

with the appropriate software, as well as with access to 

enterprise applications and data.

Likewise, when an employee changes assignments or 

leaves the organization, a change is entered into the HR 

system, triggering a change to the employee’s role information 

in the identity management system. In response, the identity 

management system generates a change request to the 

change management application to reprovision the newly 

assigned employee or deprovision the terminated employee. 

In the case of a reassignment, the change management appli-

cation reprovisions the employee according to the employee’s 

new role as defined in the identity management system. 
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In the case of a termination, the identity management system 

immediately deprovisions the employee and terminates the 

employee’s access to enterprise applications and data.

Enforcement of Standard Configurations

The configuration management application continually monitors 

the configurations of IT resources, including client computers, 

and identifies configurations that deviate from the standard 

configurations. When the configuration management appli-

cation finds a resource that is out of compliance, it can 

restore it to the standard configuration. For example, assume 

an employee has installed an unauthorized game on a desktop 

computer. When the configuration management application 

detects the variance from the standard, it determines the 

appropriate configuration based on the employee’s role as 

defined in the identity management system. The application 

can compare the current configuration to the appropriate 

standard configuration, identify the unauthorized game pro-

gram, and uninstall the offending software, returning the 

client machine to standard configuration.

IT Service Continuity Management

When a failure occurs, the identity management system can 

provide information to the change management application 

to permit automatic reprovisioning of all users who need 

access to the resource. Automatic reprovisioning assures that 

users can access the failed resource as soon as it is restored 

to service. For example, when a server running a critical busi-

ness application fails and is then restored to service, the 

event management application generates a change request 

to the change management application to reprovision access 

to to all affected users. The change management application 

determines, through the identity management information, 

which users to reprovision and at what access privilege 

level. It then reestablishes all appropriate user accounts 

on the server.

Security Management

Identity management helps organizations address salient 

requirements warranted by ITIL Security Management. 

Identity management:

> Helps in the attainment of various lifecycle-related objec-

tives — from allocation of responsibilities and setting up 

service level agreements to ensuring effective control of 

access rights and compliance with policies.

> Provides the means to address requirements associated 

with phases identified in ITIL Security Management, such 

as accountability of information assets, segregation of 

duties, effective authentication, control of access rights, 

and compliance with policies, regulations, and laws.

> Provides comprehensive reporting and analysis capabilities 

that address auditing, evaluation, and documentation 

requirements. These capabilities, which can be used to 

highlight, assess, and convey important data concerning 

security management activities, are essential for a com-

prehensive, effective security process.

Identity management systems provide a comprehensive 

solution to the management of digital identities within and 

across security domains, thus enabling the ability to facilitate, 

enforce, and assess adherence to standard processes involving 

access to resources. Such processes imply access permissions 

on data that should be appropriately assigned, and are also 

likely to warrant associated workflow processes, which need 

to be defined, implemented, enforced, and monitored. This 

approach is directly in line with the central theme of ITIL, 

which is greater efficiency through standardization of pro-

cess and nomenclature.

The ability of a well-designed identity management system to 

facilitate interaction between independent parties, while still 

ensuring information security, can be illustrated with an example 

from the healthcare industry. Here, a patient’s medical data 

must be shared by a variety of people in different organiza-

tions, while also protecting the patients’ privacy in accordance 

with regulations, such as the Health Insurance Portability and 

Accountability Act (HIPAA). 

In this example, a private physician refers a patient to a hospital 

for medical services. The physician’s staff accesses the 

patient’s insurance data to clear him for hospital admission. 

As the patient is moved to different treatment locations in 

the hospital, the various attending physicians and laboratory 

technicians access and update the patient’s health data. When 

the patient has completed treatment, the hospital business 

staff enters data to complete the insurance adjudication pro-

cess and conclude the financial business transaction. Through 

all these access points, the identity management system 

enforces standard processes, permitting only authorized 

people to access the patient’s data and limiting that access 

to authorized privilege levels.

A Foundation for Integration
One of the key aspects of ITIL is the integration of IT pro-

cesses both within and across IT disciplines. Solutions are 

available today that provide this integration out-of-the-box 

through ITIL-compatible applications. This integration enables 

IT to streamline IT service management processes. For 

example, when the event management application is 

integrated with incident and problem management, it can 

automatically generate incident tickets to the incident and 

problem management application. The tickets can include 

rich contextual information to help speed resolution.

The foundation for integration is typically a configuration 

management database (CMDB). The CMDB is a fundamental 

component of the ITIL framework. It serves as a single source 
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of reference, facilitating integration and synchronization among 

ITIL management processes, all of which contribute and 

consume CMDB information.

The CMDB defines a set of configuration items (CIs) and can 

maintain all IT resources — technology assets, processes, 

and people — as CIs. For technology assets, it maintains 

such details as their configurations and their physical and 

logical relationships. Automatic discovery tools can perform 

the initial population of the CMDB with technology asset CIs 

and their physical and logical relationships. This facilitates 

CMDB implementation. Discovery tools also continuously 

scan the IT environment to keep the CMDB up to date, 

ensuring accurate representation of the IT environment. 

A CMDB based on a federated architecture enables the 

creation of a single, logical data store that can reside on 

multiple data sources. These sources can be located inter-

nally within the organization, as well as externally with 

business partners or other stakeholders.

Just as it provides a point of integration for ITIL process 

management applications, the CMDB also provides a point 

of integration between the ITIL process management appli-

cations and the identity management system. Integration 

permits ITIL processes to leverage identity data.

Integration of ITIL process management applications with 

the identity management system implies the addition of 

certain identity-related data to the CMDB. It is advisable to 

include only core identity data in the CMDB. Core informa-

tion provides a comprehensive view of all people who have 

access to IT resources, including their organizational alliances, 

their roles, and their relationships to the IT resources to 

which they have access. Maintaining only core information 

in the CMDB keeps it manageable, and still enables the ITIL 

process management applications to access any additional 

identity data they need from the federated identity manage-

ment system. Although the CMDB does not contain all the 

information directly, it can point applications to that information.

Automatic discovery tools are available that populate the 

CMDB with core identity information by accessing it from 

the identity management database. These tools can also keep 

the CMDB updated as changes in identity-related data occur.

Conclusion
ITIL process management applications and identity manage-

ment solutions each deliver compelling business benefits 

on their own. ITIL process management applications enable 

organizations to align IT more closely with the business for 

improved service, reduced costs, and increased business 

agility. An identity management solution automates and 

streamlines the process of provisioning people with proper 

and tightly controlled access to IT resources, increasing 

user productivity and reducing administrative costs. Both ITIL 

process management applications and identity management 

solutions help ensure regulatory compliance, and facilitate 

IT governance.

Integrating identity management solutions with ITIL process 

management applications leverages a strong synergy between 

them. ITIL process management applications can leverage 

identity data and interact with the identity management system 

to enhance IT processes in a variety of ITIL areas, including 

service desk, incident management, problem management, 

change management, release management, configuration 

management, IT service continuity management, and security 

management. The result is increased process automation 

and effectiveness, which significantly amplifies the business 

benefits delivered individually by the ITIL process manage-

ment applications and the identity management solution.

BMC Software and BMC Partner ILANTUS Technologies 

offer solutions that address the identity management and 

ITIL issues discussed in this paper. For more information 

about ITIL and identity management, visit:

www.bmc.com/itil for ITIL information from BMC

www.bmc.com/idm for BMC® Identity Management information

www.ilantus.com for information on identity management 

solutions from ILANTUS
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